ABSTRACT | Radio-frequency identification (RFID) has a great number of unfulfilled prospects. Part of the problem until now has been the value proposition behind the technologyVit has been marketed as a replacement technique for the barcode when the reality is that it has far greater capability than simply non-line-of-sight identification, towards decision making in strategic management and reengineered business processes.
I. INTRODUCTION
Increasingly radio-frequency identification (RFID) will not be viewed as just another barcode-type technology. Instead it will be used in innovative ways for which it was never originally intended. While by its very nature RFID tells us Bwhat is,[ industry has focused its attention on achieving adequate read rates using this non-line-of-sight technology, rather than on the value-added Bwhere is,[ Bwhen is,[ and in Bwhat condition.[ Indeed, the value is not merely in identifying a product, but knowing where that product is, when it was last there, and in what condition it was when it was last sighted. To know the what, the where, the when, and the condition of an object or subject will one day grant the firm a type of divine omnipresent view (but not strictly speaking omniscient view) over its entire operations, an idea that has been explored by Michael and Michael and coined uberveillance [1] . With respect to the retail supply chain, for instance, uberveillance is the all pervasive ability to surveil an item or person handling an item, end-to-end, from the primary producer to the end user. The future of RFID is in managing visibility, managing velocity, and managing variability, giving organizations the kind of real-time data they (and their customers in particular) have craved for. It is the ability to be agile in decision making, responding to changes in the service economy.
II. BACKGROUND
The Auto-ID Centerhas long touted the vision of the internet of things (IOT). Brock [2] first used the term to imply an open platform for innovation but the vision of a Bsmart world[ today remains an unfulfilled prophecy. Some have blamed this uneventful happening on the closed, proprietary, and somewhat exclusive system designed by the Auto-ID Center, pointing to technical barriers, while others have described governance-related barriers to participation. Whatever the reason for the shortcomings, we are left with a technology with great potential but unrealized capability. The International Telecommunication Union's (ITU) interpretation of the IOT is one that is more attractive and perhaps amenable [3] ; a vision where almost every object you can see around you carries the possibility of being connected to the internet. This means that your domestic appliances, your clothes, your books, and your car may one day be assigned a unique IP address, just as both computers and web pages are assigned them today, to enable digital communications. Neither the original vision of the Auto-ID Center nor the vision of the more recently established EPCglobal has addressed the interactivity that occurs between nonliving things and living things, but it seems only logical that if we hope to enact revolutionary changes to business processes that this must be the next radical transformation in our corporate, community, and personal spheres. It is what has led the Auto-ID Labsto recant on their claim to the IOT concept toward a more plausible web of things (WOT) [4] .
A. Problems With RFID Adoption
Potential benefits of adopting RFID in supply chain management (SCM) are widely recognized and reported. The actual benefits are yet to be achieved in RFID implementation as compared to the mandated milestones. Three hurdles dominate the delay. They are related to high levels of acquisition cost, risk, and specialist technical skills. First, specialist technical skills are required to manage the wide variety of RFID devices and tags with different frequencies and capacities, and their software application protocol interfaces (API) under varying application environments. Second, the rapid developments in RFID technologies and their fluctuating reading reliability have caused significant risks for real-life industrial implementations. Companies are worried about obsoleteness before they adopt solutions. Companies are also very much concerned about the customizability of the solutions they purchase to their specific and unique business conditions and operations. Third, despite all efforts made so far to reduce the costs of RFID devices and tags, as well as associated middleware and other software components, there is still a perception that RFID systems are too expensive for the enterprise to invest in to gain promised benefits. This is particularly true due to the lack of best practice guidelines for deploying these components.
III. RFID AS A SERVICE
Enter the ability to see every business process that happens in the world as a Bservice,[ and even more provocatively to claim that every product that is created should be considered a Bservice[ [5] . The future of RFID will hinge on the successful cocreation of a service between stakeholders. This notion of cocreation does not claim, for instance, merely that one stakeholder is a participant in the creation of a service, but that they are part creators of a service, that they live and breathe it as if it were their own. This is the act of continually sharing sources of knowledge interactively and intimately between what was once considered disparate members of a single (albeit meshed) chain. Although intricate dependencies between members of any chain (supply or value) have been known to exist, cocreation is about oneness of mind through the feedback mechanism. It seems this is the only way in which RFID will really prosper and will be guided by robust design principles that are all-inclusive and shared between a set of stakeholders. And perhaps nontraditionally, this stakeholder set will be composed of more than just the firm and the customer; cocreation will require representatives from private and public organizations to serve holistic requirements in order to overcome cross-functional challenges. This goes beyond the concept of coproduction which emphasized the need for a firm and a customer to work together to produce an offering. Without cocreation, it is claimed that there can be no real value [6] .
This new level of complexity encountered in cocreation is underpinned by theories in design science and innovation. In order to transform, or to make changes that are considered disruptive or even radical, existing ideas are brought together in new ways to satisfy the needs of all stakeholders. When ideas do not satisfy the desires of the firms, or add meaningful value, they are scrapped or individual stakeholders forgo representation. Social innovation, social entrepreneurship, and service innovation are terms that are used synonymously in the literature to describe this kind of activity. Highly successful ventures usually involve collaboration across sectors between companies, the nonprofit sector, and government. This establishes enough of a buy-in between stakeholders who are willing to collaborate openly to minimize the risk of failure in what some would consider the ambitious creation of a new service. Such thinking is characterized by organic growth and investment in research and development, not just on keeping things stable.
IV. THE PRODUCT SERVICE SYSTEM
Currently, companies must take risks in investing in acquiring expensive RFID components and technical skills, whether using internal or external or joint project teams. This adoption mode may not be practical nor may it be necessary, especially to small and medium enterprise (SME). On the one hand, SMEs, individually, may not have the practical financial strengths to gain RFID benefits. On the other hand, SMEs are always associated with other SMEs or large corporations. For example, small and medium manufacturers and suppliers of automotive components may be physically located in an industrial park or region, operationally associated with their customers or business alliances. Such associations form a logical foundation for these SMEs to jointly solve problems to do with high acquisition costs, risk, and specialist technical skills. For example, they can share the specialist technical skills and middleware services, thus reducing the cost and risk. A new business model is therefore needed for RFID adoption.
The concept of the product service system (PSS) has been increasingly used as a new business model in implementing advanced technologies including RFID [7] . PSS, unlike the traditional model of focusing just on products, recognizes that services in combination with products are more likely to yield higher profits for the business. The adoption of PSS leads to significant change in the manner in which business is conducted in a value chain. The revenue of a manufacturer comes from the sale of providing product functionality while retaining the product ownership rather than from the sale of products. One of the most successful real-life examples of integrating services into products is that office users are renting photocopiers instead of buying them. The rental is charged on the utilization level (e.g., number of copies). Users are ensured to have the photocopying functionality during office hours through a guarantee of timely repairing and maintenance services from a service stakeholder in this PSS. As another example, Rolls-Royce (R-R) delivers power-by-the-hour instead of transferring ownership of the gas turbine engine to an airline company [7] . At the other end, an example of integrating products into services is that of mobile communication providers giving a free mobile phone handset to customers who sign up for a service. Another example is that internet service providers (ISPs) deploy connection facilities in hotels free of charge but share the revenue obtained from the residents' internet usage.
Following the PSS business model, the usage of automatic identification services is sold to end users while RFID solution providers retain the ownership of RFID devices, software, and networks. End users do not have to invest in acquiring RFID hardware devices that are not charged by ownership but usage. RFID manufacturers share and reduce technical risks and total costs with end users by retaining the ownership and by providing upgrades to their devices. In addition, RFID solution providers are responsible for technical support for RFID systems throughout the implementation process. Such support is shared among multiple end users, leading to further reduction in maintenance and operating costs, technical risks, and the requirement for scarce technical skills. This new business model based on the PSS concept has shown a potential in overcoming some major hurdles that have hindered the progress of RFID across industrial applications.
However, RFID products, both hardware devices and software systems, have not yet been designed and developed for suitable deployment within a PSS business model. In order to tackle this key challenge, research and development efforts have been carried out to develop RFID-enabled gateway solutions that are suitable for a PSS business model [8] . RFID gateway solutions include 1) gateway hardware, and 2) gateway services. A RFID gateway hardware hub acts as a server that hosts and connects RFID-enabled devices, called smart objects, in a standard way. The gateway hub also provides a suite of software services for managing operations and events of smart objects. A significant contribution of RFID gateway technology is to provide services that capture real-time data and convert them into useful and usable real-time information for upper level enterprise application systems.
In a PSS framework, the gateway hub is the core product around which associated software services are deployed to form a product service system. Gateway hub products can be deployed in application environments just as photocopier products are rented or deployed in office applications. Technical support and services can be centrally provided to ensure that smart objects and gateways are in proper working order. Common services for RFID device management such as definition, configuration, and execution can then be operated by a central service provider and shared among different enterprise users of RFID technology.
While the gateway technology provides a technical solution to introduce the PSS concept for RFID adoption, business issues are still open for further investigation and experimentation. The revenue model among stakeholders is unclear. For example, how RFID device manufacturers collect their revenues is not clear in the PSS framework, e.g., through equipment rentals or the number of tag interrogations. A similar challenge exists on how RFID service producers will collect their revenues, e.g., through subscription or the volume of real-time information transactions. These issues must be fully addressed before the PSS approach takes effect in real-life industrial deployment.
In a different light to PSS, but in a similar paradigmatic shift, is the movement away from middleware-based applications to cloud computing-based applications for end users. Middleware can be considered computer software that connects multiple applications together. Middleware-based RFID applications were the first generation. They were usually situated in a server, processing data emanating from Bdumb[ readers with little processing power to translate them into a comprehensible business event. But now, the entire data processing has shifted to edgeware and cloud computing. Edgeware-based applications, also known as edge of the network applications, are typically in mobile data collecting nodes. In the case of RFID, these are mainly readers. Larger data management by means of edgeware is becoming increasingly common due to higher processing power and higher memory capabilities in the readers. The data generated by the tags are gathered by the readers and managed by edgewarebased applications. The resulting output from the edgeware is then transported to the cloud (or a remote server sitting in the internet), where it is further processed in accordance with the end-user requirements. Cloud computing is that operational setup where information and communication technology (ICT) is consumed as a service (e.g., software, platform, and infrastructure). The future innovations in RFID are going to be in rich tags. As both readers and tags are becoming smarter, the edge is becoming smarter. Subsequent generations will have embedded information about themselves that they can selectively and intelligently communicate with other objects in their wireless neighborhood. This would essentially form what Gadh termed as the wireless Binternet of artifacts[ [9] .
V. THE VISION
RFID is often seen as the enabler of a new paradigm for computing whereby users employ information services through direct interaction with natural objects and manufactured artifacts, places and, when appropriate, living entities [10] . RFID effectively implements a transparent binding of such entities in the physical world to their info-simulacrum and vice versa, and through this link creates the opportunity for new types of systems. A core ingredient for the delivery of this vision is the availability of a comprehensive universal system of automatic identification for all tagged physical entities. Such a system would implement a fully automated data capture and maintenance of contextual, usage, and other metadata at planetary scale [11] .
Moreover, such a system will have to accommodate those features of modern RFID that have made possible its current functionality, namely, the fact that practically all modern widely available passive ultra-high-frequency (UHF) RFID tags have very low storage capacity and support only simple logic in order to minimize power consumption. As a consequence, building complete and useful RFID-based systems requires that the majority of processing and storage be offloaded to surrogate services on the internet [12] . Emerging consensus seems to indicate that to support RFID systems several kinds of network services would have to be provided, specifically resolution services that link unique identifiers from diverse schemes and their metadata, and repository services that maintain and publish data related to individual identifiers. Both services should be widely accessible and available across the globe to reflect the globalized movement of manufactured artifacts typical in modern commerce.
The scale and complexity of these services both in terms of geographic scope and number of stakeholders involved is unprecedented [13] . The only system sharing its properties is the internet, which also provides a model (and the underlying infrastructure) for the provision of these services. However, the specific needs of RFID are not restricted to the transfer of data only but most importantly extend to the capture, management, and publication of persistent metadata with each element of this chain, setting its particular challenges and imposing further constraints (e.g., analytical and reporting mechanisms of the captured data, with respect to business intelligence).
Although the requirement for the development of such networked services to support planetary scale RFID was identified over a decade ago [14] , the depth and complexity of the challenges presented from a service and data management perspective have been fully recognized only in the last few years and are still only partially understood. In the following section, we will attempt to identify some of the main problems and identify future research directions adopting a data management approach. In particular, we identify the main challenges in resolution and repository systems when the scale of the system encompasses the whole planet. Note that there are complementary research questions related with the provision of global RFID services, for example, those relating to questions of service positioning and adaptation to energy consumption patterns and workloads. There is significant research activity in these areas especially in the context of cloud computing that would surely benefit RFID as well [15] .
VI. THE PRESSING NEED FOR DATA MANAGEMENT
Looking closely at RFID repositories, their role is to manage entity usage information represented as application-level event records. Such services are operated either privately by individual entity custodians or by third party service providers. Conceptually, they can be considered a particular type of loosely federated distributed database, specified through public interfaces that provide methods to record, retrieve, and modify event information.
Typically, event data are inserted in the repository by different data capture applications operating at the network edge, which would often include legacy systems. Data are consumed by a variety of applications usually located at the network core, for example, enterprise resource management, data mining, and consumer-facing applications. Conceptually, the repository services are thus rather well defined and appear to be straightforward to operate, but in practice they demand particular attention due to their very large size and potential complexity of the derivative relationships between data stored. For example, one feature that merits further consideration, as it is often the source of such complexity, is the so-called containment relationship. This technique is used to create composite entities out of constellations of individual items, which can be subsequently referenced through a single handle. These composite structures are temporally defined and support multiple levels of encapsulation. As a consequence, they may lead to considerably higher complexity of even simple queries as serials within constellations have to be traced and the respective containment relationships expanded in order to produce correct results.
The current norm is for RFID repositories to be implemented as relational databases (RDBMSs). This is of course not unreasonable as RDBMSs have been the principle paradigm in data management since the 1970s. The success of this technology has been partly due to its Bone-size-fits-all[ approach that is, employing a single code base for all application domains. This has proven to be a very cost-effective solution and has enabled the use of advanced data management techniques across a variety of application areas using the same small number of systems. But when used for RFID service provision, RDBMSs may incur a very high implementation cost without offering a correspondingly high performance advantage.
RFID repositories share many common features with stream-based systems, which combine real-time and persistent data, and data warehousing, where compression and column orientation play a critical role on performance. This has forced relational databases to their limit and still represents a considerable challenge. Recent work provides evidence that specialized software can achieve a 10-to 50-fold improvement in many of these cases [16] and we seek to achieve similar performance in this case. We anticipate that the design and development of domainspecific data store engines for the main services can become a critical element in attempting to lower the barrier of entry to planetary scale RFID for a variety of medium and smaller scale organizations and for individuals. Furthermore, making these implementations open could facilitate their adoption akin to the way Berkeley internet domain name (BIND) has facilitated the adoption of domain name system (DNS) on the internet.
RFID resolution is typically achieved by maintaining a record of the complete sequence of successive custodians of a particular entity and associated metadata, from the time of initial tagging and until its expiration. Data used for such resolution must be relayed by individual repositories which register the fact that information is held for particular entities at specific locations but should not replicate the information itself.
RFID resolution can take one of two modes, one-off and standing queries. One-off queries are executed once at preset time and return results synchronously or asynchronously. They can execute either in direct or relayed style and they are comparatively simple with the main complication the possibility of inefficient or withheld access to data by specific repository operators, which may prevent the system from achieving correctness or predictable response time.
The so-called standing queries are longer running specifications of interest in patterns of application-level events, and depend upon future situation updates from potentially new data sources. In this mode of operation, individual applications subscribe to specific queries and are notified when the conditions specified in the query are met. Typically, these queries relate to the existence of a new custodian or the presence of the entity at a specific location, both of which may imply a change in ownership or a prominent event in the entity lifetime. Complexity in standing queries is due to the involvement of multiple repositories, a potentially large number of subscribing applications to a particular query, and the complex distributed internal structure of the discovery service required for performance reasons.
Standing queries present close similarities to continuous query models of stream processing and distributed event management systems. The execution profile of a standing query often matches the following pattern: event metadata are inserted as a continuous stream and are subsequently cross checked against stored data, for example, access control credentials and policies. When specific criteria have been met, suitable notifications are delivered to all subscribed applications. To carry out these tasks, it is necessary to transform standing queries into an executable query plan, optimize the query plan or generate a set of candidate plans, and map query operations onto the particular network topology. Such queries could express complex spatial, temporal, and semantic relationships and include serial and class level patterns.
This modus operandi implies the need for an expressive language for their specification with rich language features, which at the same time allows for a high performance implementation for stream-based matching. Processors optimized for RFID are not currently available and we also expect significant efficiency gains through the implementation of different distributed event management techniques, for example, multilayer and brokernetwork architectures.
VII. FUTURE APPLICATIONS
Enter the future possibilities for RFID that are sure to overwhelm more traditional business models; perhaps what some consider the stuff of science fiction, but tested enough to now be considered science fact [17] . The insurance industry is an excellent example of how technology has been used in innovative ways to introduce premium models that were previously considered impossible to implement. In 2006, IBM and Norwich Union in the United Kingdom teamed up and installed microchips coupled with global position system (GPS) receivers to track and monitor the driving behaviors of about 7000 cars [18] . By measuring the risk based on age, gender, and time of driving, they were able to introduce customized car insurance premiums. If you are a male, under the age of 25, and driving after 11 p.m. on a Friday night, for instance, expect to pay full fees. Adjust your travel behaviors based on certain driving curfews, and expect to pay far less on your premium. It will not be too far out before implantable solutions for humans based on RFID make it possible to monitor real-time blood alcohol levels, heart rates, temperature, and other physiological characteristicsVthe patents were filed in some cases two decades ago.
Web-services-based applications will form the underbelly of pervasive computing. The building blocks of the web services domain were established when middleware became prominent in the requirement for interoperability. Middleware brought uniformity and standardization, allowed for heterogeneity of various hardware components and operating systems, and provided a set of common services to developers and end users. Today, web services sit in the internet cloud serving multiple clients but with middleware components still very much acting as the enabler. Web services together with web-enabled technologies such as sensor motes will play a pivotal role in the context of ubiquitous computing in combination with RFID technology.
The convergence of sensor capabilities in RFID tags further expands their sphere of utility in applications such as perishable products. Sensor technology is being fused into RFID such that different variables measured by sensors can also be reported by tags instead of just plain IDs. The types of sensing capabilities reported to have been fused into RFID tags include temperature, acceleration, and chemical, among others. RFID-sensor fusion can help us to monitor large scale environmental factors by networking the readers with RFID sensors spread within certain bounds. This would help us to make real-time queries about the area under observation (e.g., bushfire prone zones) and also offer results at a much higher resolution than previously attempted.
Sensor-based tags have also given rise to a new category of tags known as semipassive tags. Semipassive or batteryassisted tags are different from the conventional passive tags, whereby, a battery source is provided in the tag to power the on-board sensors. The tag has other intelligent features such as sleep mode to conserve power. Applications where sensor-based tags have been introduced include tracking fresh cut flowers, monitoring temperature of drugs, monitoring blood and organs for transplant, etc., [19] .
The diffusion of RFID and mobile technologies is greatly empowering a number of sectors. Miniaturized readers and tags are being embedded into mobile phones to expand their capabilities, while advanced wireless and mobile phone technologies are also being incorporated into readers. The connectivity of mobile technology to the internet makes it a suitable domain for development of web service components. Real-time-location-based systems consist of a group of sensors or passive or active RFID tags, working in concert to track the position of objects or people of interest in regular intervals. Several techniques have been devised to utilize the capabilities of existing RFID infrastructure in predicting locations of target items in an indoor setup. Real-time location-based operations will constitute a large chunk of RFID operations. The continuous updates provided by RFID systems enable transparency, speedy operation, counterfeit prevention, and staff safety by tracking people in hazardous or sensitive work environments. This capability complements the other utilities of an RFID system in an enterprise, as many organizations have the need of continuously knowing the location of their resources inside a complex indoor setup. Some examples of these are: locating tools inside a big factory floor or locating patients inside a hospital.
Opening office doors simply by showing your hands may have been used to demonstrate the capabilities of RFID in the 1990s but entrepreneurs and some government officials are now thinking outside the box. RFID-based applications have significantly gathered momentum in the medical domain. Consider, for instance, the swallowable sensor device, patented on April 2, 2009 [20] , the U.S. health bill which was put forward to Congress in July 2009 containing a national medical device registry based on a possible class II implantable device, life supporting and/or life sustaining in nature [21] , and the RFID implant that can detect the H1N1 virus patented in October 2009 [22] . Once upon a time having an implantable could only be imagined for restorative purposes (e.g., heart pacemaker, cochlear implant); now we are looking for new ways in which to improve services. A study carried out by IDTechEx RFID Knowledgebase [23] predicted that the two biggest contributors to demand in RFID in the healthcare sector would be pharmaceutical tagging and asset/patient and patient tracking. With automated patient tracking, many repetitive tasks such as keeping tabs on patient records, their daily drug doses, and their movement about the hospital will be delegated to automated systems. This will also reduce the number of human errors in the tasks. Enter the concept of uberveillance, in its ultimate form an omnipresent electronic surveillance that makes it possible to embed ICT devices in the human body for a variety of applications [24] .
This does not mean that we can expect all humans to be walking around with chips implanted in their bodies, well not for the present anyway. Although constantly changing, the current culture probably does not warrant this kind of pervasive monitoring and tracking. But surveys are now showing time and time again that most people do not mind this kind of ubiquitous tracking of nonliving things and animals. If the online and mobile social networking phenomenon is anything to go by, 20 to 30 years from now, RFID embedded technologies might see a full-blown uberveillance society where everyone shares microdetails about themselves and their household with their respective community of interest for the cocreation of social services, particularly pertaining to infrastructure requirements engineering. This kind of web of things and people (WOTAP) scenario will only happen if RFID is embraced within the paradigms of integration, convergence, and coexistence. The future scenario is not about RFID rendering all other auto-ID technologies obsolete, nor is it about a story of migration from one technology to the next. RFID will be about harnessing the power of the technology within a hybrid wireless network context, knowing all too well it is the end-point data collection mechanism, the smallest common denominator of knowledge that can be acquired (the individual unit). Consider the capabilities of RFID with sensor technology, RFID and the wireless Internet, and RFID and global positioning systems. The natural trajectory when one ponders what these new convergences may herald is nothing short of breathtaking.
VIII. CONCLUSION
But to ground ourselves in the current realities and some of the technical and nontechnical challenges that RFID still presents us with, including with respect to privacy and security issues, legal/regulatory, socioethical and economic/market issues, is to admit to the need for greater coproduction among stakeholders, especially the participation of end users from the outset of service design (i.e., cocreation). RFID is far from perfect, and a greater investment is needed by all sectors to bring about a more robust and economical technology, possibly following a PSS model, that all acknowledge as adhering to legal, ethical, and policy-related standards [25] . Item level tracking, for instance, comes with its own endowed advantages and benefits for some organizations within a retail supply chain context but may not be desirable for other application areas. A level of harmonization needs to be reached between the level of required visibility in a given service and adhering to a consumer's right to informational privacy [26] . Solutions can be devised and built-in to the design of a service to overcome such challenges; they just need to be innovative. If a consumer perceives that the value proposition to them of using a given technology outweighs any costs they may experience, then they are likely to adopt the technology. By including consumers early in the process of cocreation and coproduction of RFID technology, more innovative services are destined to come to fruition. The challenge ahead will be in harnessing planetary scale RFID services using nontraditional business models like those presented in this paper that provide us with an unforeseen level of uberveillance management and decision support. h B. S. Prahbu received the Doctor of Philosophy degree.
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